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17270 >MPYY 017202675 13151 DIDN 292 1NIAPNNN VINAD (VDU PANN” 1OND) nuparady
YUY NOOINA @ 20,000 DV TOD Ty DIDD Y5 PIDPDY DIAD5 NI DAY NX NYA VNI D DIN TINN N2Y

(7080 SWA9N77 1OND) 1IN0 VNN TTNHD 57N TON NTNRXNN DIVYIND TTNID NTNINN
NMYNXIN DONYOIIT DY T NTNHNN W9 NIDINA DN TOY TY DINMDD IN DIV Y DI DOV DXAPNNN DN

YITTY ININYID 191N ININYDD TONN DINYIT NN PRIV IN DDAY DY HP0ND 2N IPONX YINY INda
YYD NN NIYO D995 NYLY YD2M) ,NINN TIT YD1 IN MLIYH NN DIYPINN NRND NINN DIDON NN
022995 WY 21N WP DOUPIND TINYD NV
1 NN 9O, MYOIT 99012 IN NNKR DYS2 97N DIIDN Y INOVYN NN NNND VT DXV PN DNN
2110 99191 TON DY NYY RO DIMYIIT TOV MNXINA , 7292 D)1 DIIONN PYND NON»NN
: 7Y NANONa
29905 9PNNDY NPPODILVLDY NN NIWHN YT DY DDIANNT ,)DIND DYXPNNN TN WHYN - 7 TT0!
: YAPDTI 12AWIND NTHNN YWD
TTRN D (PYANA TN 1ONY) N MY 279Y 519 DIVYN DI 19D NNINKD DDAV TTHN TINN 17210 OX
YWIIM YIPN P (VNN TN OND) D2 DONAY __/__ YUTIN 12 T100 NNWHY 1YY WINn
STION TTHA PHINN 57N DINYIITA PINHDN JIPN DIFDA WINN TTHN NDHOND NNWN DIDD NTHNN
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MY PODN TPV IMIN Y191 NNVAN YN — /7 NAD)

_/__ /IR 7235
Y2 VNI XN
NN Y91 NNVAN DN IV PN1IN

D5 T8N N9 IN MY, NNIN DI DY AN YT 1PNY VNI NNONN DM NN DY) ¥ NN DIPNINND NN
CTINDD DN YT DNVIANRD DN YV 1929 IN MINN DTN

wo5 1
SNNN DI 1.1
DN TON NYYA NIIYN D) NPSPIVAN AN XD ,YTNHN MIIYN DO Ny MYN Hnnn nvmn .1.1.1
2)9ND) NI2TN 0N OMPY NN NNNDNA PION YT DY WIYI IR IPND INA WDNDY
7INRNN” OND) 1D1Y2 VNN D (73NN
mivn 1.2
Y DM 1219 . TINNN NIY PADY NPHYI YN NNVIANX NPNIN DI PADY NN HNNN NIVH .1.2.1
DYy MIVYPNNN TONN2 THIRNY PN MIIWYNN NIY YN NNLIN MYITY DD WY
.pavn
v 1.3
TPNPIVAN IN 21TV, NOWN D30 DMNID DD VO NN YITI INIYA AR HNN WD N ONN .1.3.1
.PIDN T DY IPND? TUN
MmN .2
O»o05 MNPy 2.1
: DYNIN YT NNVIXR MNIPY DY MNNYD NPYDNN NIIWNN DY
MRYIM NN T DY DNMON ONMIN O»P.2.1.1
PHINN 91NN 13 OR NOR 90N 91907 : PNIPOYN 29 DY HYAN MNWIND NOIYN.2.1.2
19 NYY DOWNNYNN ,NINYINND D17 ,NNPINN DY IWINN D33 HPN NOIYNN.2.1.3
DIVNIN DTN ML NPV IWINRN 1IN DI NYIN) MIN NOIYNN.2.1.4
DIN) X)12N XIXY TNXD NPNNON MIIWND MPYNNNND NN 7PHN NOIWNN.2.1.5
LDOMINY NP MT IV MY PODN NOIWYNN.2.1.6

(Identification and Authentication) MmNy "y .2.2

NYINY MNTIN M .2.2.1
INTINY WNNYNIL 9217 1ORY NN YN 1Y ,DOVNNYN MY MDD Pavh ndvnn Dy
YIS MINWAN DD WHRNWNNY 92 NIV NN DY MYNIN A0W2 wNINN Mt PONn
NN NN VD PADN DY IMNT AN NP WYX YN PIDD WNNYNN DY .NOIYNN dARYNID
.DOVNNYN NNIRY NN

mevaT VY .2.2.2
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Sy TIN DY ¥YaP» (119) NMOIN ,DON¥2P) NOIYNI VPN HIN YDVPRIVIN WHNWN DY
: DYNIN DMINNDN
YNITO NDY ,T252 D901 NI NPMN DYONY 2N PINN-NION D wonwnn oy .2.2.2.1
("> ,1,2,3,4)
LDNN 5 VNNYUN DY DV ODDIPN TN .2.2.2.2
DOIAN YHNWNN DY IMNT NN .WHNYNIN DY MINTIN TONN YN NOWND NoNoYoa .2.2.2.3
(NN DON DYV, NNDID) TAY2 WNRNWNN T2 DN NN/ DY
TN W ON session 9NN (AN NN DINYD) DOYHNNWN NMT MDD VIAY PADN DY .2.2.2.4
o2
NON 771212) NN TNNDYD” MYTIN DAY KD ,HWND) DM0I9 PIDY RO NRNYN MYTIN DY .2.2.2.5
(7D10) DN NN OV
(NANTD NV N HY DMNNN DNV NPNYIP NI VI PADN DY .2.2.2.6
NOYONN NN MNTIN DY MONNON  .2.2.2.6.1

991 Directory navwo mpwnnnn  .2.2.2.6.2

,RADIUS) 15N D009 IN,1PHYS TN NHDOD YW MNTIN DNNND MpYnNnnn  .2.2.2.6.3
N(@m)
TNPN N N PPN MINYIM L, TINVI-TN 7PNN MONNONN 9N Y01 .2.2.2.6.4
AN 7MY NINNOVINT MNRVIN DY MISOPOND
P ND ONMN DDA N NOYINN NIIWNI MSPIDIND DY wnpnwn nmavn  .2.2.2.6.5
DN ONY MPMTHN MXYIND NN VI PIDN ,NPDVIVDIPNTN NINYIN DX21N
DOV
MNNPT YN KD ,NNY MPNDNN NN NN R MINPOYANI XD DN DWW .2.2.2.6.6
.hard coded
YNMPN NPYD NN MINNDIDN DY ,NPINND DM P DIWNNYNN DD 100D .2.2.2.6.7
NPYTNIY DI - DIVYHN NN MNNDDD .2.2.3
S PN WHNYNRN MNTIND NYHNYNRN RNDDION DI1NN0 NYDIDI MYt
MINNDIO 551NN IN WHNWN 27 1IN MNNDON  .2.2.3.1
TN TN ONAXI NP IN NPV : 1D ONX TN ,NIIWNI NINNDYDN AN NNHYD RO NN .2.2.3.2
DY 952 ,108Y2 XNDION NX NNV NDIDNN NN YNNI PION NOWNN  .2.2.3.3
TPNMPN NNPDID NAYNN NIDON MIAPY IWINN NOWNN  .2.2.3.4
NOYNOY DIRVIIN 2200 NPYD DNINNIY DIVNID MYNI MDD VI PADN ,NIPN DI .2.2.3.5
NYIA NNV MNAYN KDY XNODON .2.2.3.6

STUNNA NN AUR audits PNIIND PYNNNND NNOINM NI PN DY .2.2.3.7

NOYNA YN MY NITIND DRNNA ITHP NIDON PN .2.2.3.8
MY GINMY IIMIPNN RNDION PIIN ,NIIVIN DNIN DY) NI YT NPDI MOIYNa  .2.2.3.9
Dy ,NMI) NI MNNDIDY 3 PHN 1495 YONIY JPNA ITNIND OXNNA M NOIWNN

109N ,DMPY
DONN 6 990 RNDYO TN .2.2.3.9.1
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DNDY MIVD , NPMN : DONN NI .2.2.3.9.2
DMNMONX : DN ONN .2.2.3.9.3
DNON : DIAPY OONN .2.2.3.9.4
MMON : NTIPN 23 DY MINDA NINYNDIN NI NPIIX .2.2.3.9.5
DY 90 HOOPN PN TV .2.2.3.9.6
D 5: 9PN DYIYN  .2.2.3.9.7
DMNINK MNRNDIO 12 510 IRNYN : RNDO MK DY 1NN DY NN .2.2.3.9.8
NYON TY (NAPN NNDD MNNY NNINKN DYINN) DIIVID W) NNPD 1901 .2.2.3.9.9
3:12vNN
VN NDW VIR DY NN DNIND YINNDY N0 DIV NOIWNN MDD VID PADN .2.2.4

MNRYIN MM

Discretionary Access Control) -n NVYY YY DOINN NMYN MOIYNI NYOIN MNRYIN NPIYN .2.3.1

MNY ,DXWNNYNN MNY 29-YY NN DIVPIIND NPINID NINYIN 1T 11 NVIwa . (DAC
1252 ©Y9PDIN DN IT-DY YNIN NYIIN MXYIN MDY . THY DIV IN DOUNNWN MNP
.DIVYMN DV MRYIND PNIIN NX VI PADN DY .2.3.2
YTIN N0 NN ,0OUNNYN NXIAP NN ,WNNWNT NN : MIRYIN D17 N VIV WAT) .2.3.3
NI ,(MMYIN NMDIYIIN UD NN NINIY DINRYI DIWANYNIN 9D XD - NMIYI NO Ay Dvund)
19Y,DP0PY2IN MNP NN, (NTY , NIV, NN |, TON) VPN

access, deny) P71 N9 (read, write, update, delete) NN MNYIN NYIP IWOND WITY .2.3.4

.(access

MIVON NN MNIN PPN IN NP DD vnnwn DI999 NY AP MIVOR DPP VI PPN .2.3.5
DOV YHNYHD MNIVN 1P KD YNRNYNN DIN9 .WNNYN D999 TIvn v N i
1292 NMINYAN NMIPNY IWNY KON NOIYNI

2y OWVNNYN NXIAPD WHNWN TPV DNRN) NIIWNIY MXYIND NYNN OYNIN VI WIT) .2.3.6
9591792 TIVNVY 2D DD MINYIAN MY NINYIN DI NNY ,NXIIAPN DY MIXYIND NN D) PON
INYAN D170 HY DIODOI0PN MY IWAND WATY ,NIPN 991 (D)) M

(LDAP ,5¢15) »3N MINYAIN M0N0 1NN MDD V1Y WITY .2.3.7

DOVNNYN NN
P90N DY DY DOVNNWND DI DITIN 1IN ,MNYIN NN DY DN MY YOI PN .2.4.1
DMVONYTT W) DVNRNYNI NPINM NNRPN DI NININ WSND
.DOUNNWYNN DI INININ NN VI PODN .2.4.2
12IND IMN PYNNY NI ,NINYIND NN OIN MNIN MIAN NPY NDID 12)D VI PADN .2.4.3
0NN DMIPN 79Y ,DOUWNNYN DY MOLMVIN NPINN IWINY) MSPIDIND TINA YOIMNDIN
(121 MAMIN MNP ,NNIIAP TINA NXIAP) DIN MNP 2N IWIND WIT) .2.4.4
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YN NTY 9D MNP NYIAPI WNNYND PNAYN NNIYID D29 DXINNND NTY NODIN IWOND WITY .2.4.5
,DYP90 ,XIN T2y DXDDI15N DMV DIVNNYNI D 1DV INNIND 112D 27 PRIY DY IR ,OUNY)
N@QR)

UNNYN D979 NPNYN 7Y IR, WNNYN NPNYN 7Y YNRNWN NN AWINRD WIT) .2.4.6

0NN DOWNNYN PINKNY IWIND WA T) .2.4.7

STVNN2 MINYTN ODIND PYDL VNN ,NYIN) MINIT NN WSND YT .2.4.8

DV NN 29D , 01NN DINAP NITYA DIVNNYN DIV DOWTN DIVNPNYN NOOOP IWIND vIT) .2.4.9
NYTIY PYIN 190N ,WNNUN

7990 YMPY NNITI DXWNNYN DI HY NPNNN MDIWND MPYNNNN MDD VI WIT) .2.4.10
.LDAP

NHPN) NPSPNO NOYIN VAN YN NPNINN MOWN D1 DY DPWHNN VI WIT).2.4.11

.prompt MTPA NV IN APl N1V ,5WN5 (MRWIN NPY ,NPXNN ,WHnNWN

(log, audit and alert) nxINM NIPa , TN 2.5

D012 MDY HI3) NN THERI TWUNR MY, 1PVMIP ITHN IWNX MDY TYND NOWNN Yy .2.5.1

NNVIAN NPITH NTNI TYR MDY MINAT MIPD IN MY ,(NIYANN NN IN/A DNN

YN DXNIAP DY NPNYHY DIDIRNN DI PIDY NIIWNN DY ,1D 19D .NIIWNI NITNNY 29D,y N
DININNA DAVY 1DIPY YT DINIRNNN DITIPINN YYD MPT MNON

: DYNIN OWPRN INK APYN WINA IWAN> MOIYNA (Audit) NIpan Y .2.5.2

(91,0515 NP login/logout) MNTINN NI vIdY  .2.5.2.1

NIIWND NOND WOV .2.5.2.2

TNON YPNIY NN NNPDN  .2.5.2.3

S NDITD) NUND TNPN OO NINN 7Y NP OWITI 1ITHIVY DNDOUPIYIN DIV PN .2.5.2.4
(1197,079¥9 X 5y 1I%N IMIND NPPN MNONX DY NPT

NXIN NP NNPND) WHRNWNIN YT-DY NIPA NYINITI ITNIN TUNR NINNDN MDY nvnnn .2.5.2.5
(MON

N59YN2 DOVPMIN NPOND .2.5.2.6

MM NMIRYIN DY DN IT-DY MYNAND NMDYS  .2.5.2.7

(1193 ,services ,No¥N NROYM NTND ,DOUWNNYN DIN) TIXIVDINTIR NS .2.5.2.8

(197,71 MNDY MYTIN NN NDY) NPIIWAN MINNY  .2.5.2.9

: DYNAN DVIDN VY NP2 WNTI TTINN PN I My .2.5.3
YW PINN .2.5.3.1

(IP N2IND : NONT) NOWON N2 NPH  .2.5.3.2

vnnwnn ov  .2.5.3.3
MMPROND .2.5.3.4
YYPNRN DY NOWD IN NNOSN
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(NP DY : RDMNT) NOWHN NYSIAN POY UPPAIND NPT .2.5.3.6
NITY :OWUNY SVIMDT PN PADY YITI IR ND DD NIY : (YNNI NN) NDWIN NN .2.5.3.7
212Y,109YN0 NTNN,WNNYN NPINN ,NMIYIY 1Y) PO ,NMY)
I MINDHD , MPHN NPND M MYNINN DY .2.5.4
121999 NOIYND OMNMIN NXR RYMD NN M VI PADN DY .2.5.5
JI0V,YT0 TINN ,NMINYT DY N D99 PODIY MINYTN PININD PYHNNNND NIPAN I DY .2.5.6

Sy NN YOMND (1Y SNMP traps ,SMS ,5»1n3) NoYNN S¥ MPT MND VI PADN DY .2.5.7

DTOUNTIIINTIVY DIVIPN
VAT TAPNDY ) POR DY) 1DAP DIWNN DIVNNYN PI.MIND NVIIND NPND NIPIAN TN DY .2.5.8
P20 PO AN TNNDY MOYND NN DY NIPA DY TIPND

NIMT NN 2.6
: DININ OMIMNN JY NN MNYT NN DPP
("), 0oVUNNYN N¥IIPA DOVWNNYN ,WNNWYNRD NIRYIN) MXYIND NN DY NMT .2.6.1

(121 ,099¢15 MY NNVON MO Y90 DINPN 1900) auditing Nowwnn mmT .2.6.2
("2, TXT ,DOC ,XLS 1v19) NPNHN NNINY DIXAPN YW KIY N9 .2.6.3

YWY PIRD NN PPANY WHNWHRN DY DX P8 ,MTH AN ONOND banner ovp .2.6.4

DOVTN MNYT DTIND NOIVNN HNINY IWANRY NINTN NOWN DY .2.6.5
LDPNNY DN, 0NIP NPNY NIMTN DY .2.6.6

(Non Repudiation) mwnonn ny»n .2.7
N2 NI, NIX D) II1D) MYNONNT MINI RID ITHV YN MW NPIPIVY INTY wAT) .2.7.1
YYNNN N VITY PADN DY T TNXD JNPN HY NN NIPR MIVAN 1997 (11D DN DY
: NYSIIN NIIYNI DXD7PN MYNINN OND
D09 DIV .NIIWYNA 1IN 1IIT DD TNRD MYNNN NY - End-to-end identification .2.7.1.1
NYNINNI NOWS DN DXDYTN/MNDIVN DI DXIIN

(721 TPHRLIPT NN NPNY NMNN ,PKI DIY») IIOVDT NNNI VIDY  .2.7.1.2

DNPIVIIS MDY 2.8
PIT2 ) TS NNOIN DY DIPYWNNI INPIIONRND NN DIVNWNN DINPIVION NN VI Poon Yy .2.8.1
9y .DMINNX DYNYN DTN DNV DY) ,DONMN DD DY DXPYNNI ,iPNPIVIVIN VNI
JON DYIPIVINGAY YTINN NNVIAN SYSNN NN VY PADN

DM MNOY .2.9
DXO» XD YNV N)INY» NOIWYNI DY DINN) P DXONOY TOD NINTD v D17 DMpna .2.9.1
32 100 MITNMIVNRY NPND 1D NPSPIIVYIY ,DOIWVINND NITYY TIDY YONNND NNSIND
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,DOUNNYN P2, MDIYN 2 DMINI NIIYN NYA DMINI MNOY NMDIND DI DIDINNN DINMN
N2V DYOPMIIN PAIN

MO DN MNOY DY DINIPIVINN YINOYW) DINNI MNOYY DINMPN DMININN VI PION DY .2.9.2
,Check sums ,Message Digest) mymin Ty> onoN ,(MIC (Message Integrity Check
(9

NAONN ,NDWAN MAYY M) DY NNNYN ,NOIYNI DMON NITY 2IPDNND NPT NN DYP .2.9.3
9, MIRNIN

2WU) 1NIDIDY MNMIYI DY 51901 MNMY NDID TWANY TUN NPNPIIV D1 PONN OYP .2.9.4

DYP .MM HY X1 XIX» DYDY P DMANN DN DY MNHY DY DNPIVING NHYaN .2.9.5
(TWNN2 DN NN PYD D) NN MOIWN P YN XN MIPNL DIV APYN NN

2122 NOIYNY 2PN IN DXV ,NOPN DY NIPNA DINN) MNN NNINN DYP .2.9.6

referential ,77Y 2 ©ON NYIAP ,SYNY) ONMN DDA ONNI MNOY MININ OVP .2.9.7

(integrity

myrny .2.10
,UITIN DT NN0NL WD LJTIDY PIT NN NPVIIP PN IWUNR MNOWNY NMIANY w7 .2.10.1

v downtime MY MVLIND YN )0 D .NYNID 1D KD ,NONRD PR TUNR NMDYN
.MDOYH NNIVND 1NN KD DMV DXONY I ,NIDPN ,NIIVNN

MPYN MYITI TNYD YT PADM NIIWNRN MYITY DRNNA ,TINND MY ITHY MY Py .2.10.2
MPYN NN OXONMNNN DXYDI MOLNINN

m»nN .2.11
TV Dy T 7NN POV AUR YTINRNY TN DY, NOIWNN DY NMI) MPHN NNID NNTY w1 .2.11.1
DPIOIN NMDIWAY GO 20D MIAPD WITY .M
MPYN MYMITA TNYD YA PIDM NOIWNN MYOITY DRNNA ,TIRND 7Y ITHY N Pyv .2.11.2
MPYN NNIY DXONMNNN DXYDI MOLNINN

nYLVLIM NPTD  .2.12
AWAND WITY YWD TV AUN YT 09N PON DY NNV YTHN PO NDNN VI WIT) .2.12.1
: NOYTD .OYTNNI NANN NN OYSNND 12 1PV
DMV YN MDA NN .2.12.1.1
)0 DY LW NN VPN DI IN MTYW/DINIP/DXIDN DY MIRYIND TN PN 191D .2.12.1.2
,PDND . DIDNDN DIVNNWNY FWOIN YT IN WM YN DN INY RD TUN DI0N P
NOWCTNNY WD YN NDIN D900 TNN : DYTI9) D010 TNSN DTN PTHIND WA

UMD ITININ YTINRD DY) MDD IN DY) DWW audits »99y1na NN 1YY .2.12.1.3

NIIWNN NMIMT DY YTIN MY N0 N0 .2.12.1.4
.DMPNAD DNPIVIP NYYA P RIONX NPV YN MINND MYPIAD MIVAN ny»n .2.12.1.5
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(P2R-2WN PIPY) TAN DTR-12D TN DY NN DIVNT IUN DIDHNN ANy N0 .2.12.1.6
INI) MINK M2°20Y productions N220H DMAYIIN DINNI (scramble) Ya9yd nH> .2.12.1.7
.(M2>20 P2 NTI9N 9PYo D)

mosn .2.13
: THNINM SYSNNI XN NN NI VI POV DY
.(SSL ,S-HTTP ,IDEA ,AES : 11)2) 1981 »PN1A N3N VY9 .2.13.1
D01 ,NAONN MOLOW [ TIR PIVMD-N /I0D0) ININN DV MNNINN 5112 M VIS .2.13.2
(N0 o0
N2 YT DY TIMIPN MIANN .2.13.3
DIV DY MNNDON INNP MIANM .2.13.4
(D»P DX MINK MOIYN 21D WHNWNN D) NYIA 12¥NI MXNDDIO DY MANM .2.13.5
.DY2IY P2 DIAINN DINN) MONN .2.13.6

™m0 NTIOoN .2.14

test, QA, production,) NMY M2>20 DY TaYD YXIMN ININN MDD NN VY PION Dy .2.14.1

.(development, staging, etc.
.N2>20 535 D719 MIPIVIVIN MNYIN TN OMPY WIT) .2.14.2
DR NN workflows N29mn Y915 ,N12°205 N2220H NNVLAIND YT NIAYN MDD’ VISY WITY .2.14.3

: NIOYTY DINVY) .MM DN RUNY
MNOYI MINNT NIVINT XD TONNN TONNIY T XD MMM NIV MDD VITY WIT) .2.14.3.1
XM N
PIVNNN 7PN NINYINN T2YN NN NIIA00 MNON NIIA0N YPHRN NIYN Nya .2.14.3.2
NDY ,MINYINM DXVNNWNNT TIVA DX PIAYNY : NPSNIND DY NN IWINRD WIT - 99D
RupaiVipp)

¥MN NIIA0N HYNI OO ONMY scrambling NX1> NPYP OXN VIO WIT .2.14.3.3

21as is” (o), test, QA) NYYNIN XY NMI2X202 WY XOY > TD MINN MIADD

(data transmission) y1n nyayn .2.15
YR ,MINK MOIWNY MMV IN DINIP NI DXPYNN ,TINND IND YN O8IP NHayn .2.15.1
MY YN NNVANX MXIAD NPN DPNIVN DI ,0INY NIMIPNA YT MNND 1ITYNN PN
DYIINNA NPXPIVAN P2 1NN IN YN NTYIA DN MIVNY DI PN DMMIIN VI PIDN DY .2.15.2
: DONAN
(Authentication) MmNy "y .2.15.2.1

(Access control) nv» npa .2.15.2.2

(Data confidentiality) n»mo .2.15.2.3
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